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Executive Summary
This report outlines a comprehensive IT infrastructure proposal for the new StarTech 
Business College (STBC) campus located in the Sydney CBD. The project's objective is to 
design and implement a fully functional, secure, and scalable technology environment to 
support administrative staff, teachers, and up to 60 students. The proposed solution includes a 
robust on-premises server, a structured network, modern end-user computing devices, and a 
cloud-based productivity suite with Microsoft 365.

The plan details all required hardware, software, and services, with a complete cost analysis. 
The total initial investment is estimated at $160,995.72 AUD, which includes a 10% 
contingency. The ongoing monthly operational cost is projected to be approximately $570.00 
AUD. This proposal provides a turnkey solution that aligns with STBC's immediate 
operational needs and future growth potential.

1. Project Scope and Objective
The primary objective is to establish a complete IT infrastructure for STBC's new campus. 
The college has two classrooms, a reception area, an admin office, and a teacher's room. The 
scope of this project includes:

IT Infrastructure Plan: Researching, selecting, and costing all necessary hardware, 
software, and services.
Network Design: Planning the physical and logical network, including cabling, server 
placement, and wireless coverage.
Server Configuration: Setting up an on-premises domain controller with Active Directory, 
including OUs, security groups, user accounts, and shared folders as per the provided 
specifications.
Microsoft 365 Setup: Configuring M365 for user accounts, shared mailboxes, distribution 
groups, and implementing Multi-Factor Authentication (MFA).
User Provisioning: Creating accounts for all specified staff members and preparing for 
future student accounts.
Financial Summary: Providing a detailed cost breakdown, including initial setup fees, 
consultation fees, and ongoing monthly costs.

2. Plan of Products, Services, and Cost 
Details



A detailed breakdown of all required products and services has been compiled. The following 
table summarizes the estimated costs, including supplier links for each hardware item. All 
prices are in Australian Dollars (AUD) and are based on market research conducted in 
November 2025. Please note that prices and availability are subject to change.

Category Provider/Brand Item/Model Qty Est. Unit 
Cost

Total 
Cost

Server 
Infrastructure HPE ProLiant ML350 Gen11 

Server 1 $8,500.00 $8,500.00

Microsoft Windows Server 2022 
Standard (16-core) 1 $1,500.00 $1,500.00

StarTech / 4Cabling 22U Server Rack Cabinet 1 $600.00 $600.00

APC / Scorptec Smart-UPS 1500VA 1 $950.00 $950.00

Networking Aussie Broadband Business NBN 100/40 
Plan (Annual) 1 $1,440.00 $1,440.00

Cisco / Amazon AU RV340 Router/Firewall 1 $750.00 $750.00

Ubiquiti / 4Cabling UniFi Switch 48 PoE 2 $1,250.00 $2,500.00

Ubiquiti / Mwave U6+ WiFi Access Points 3 $250.00 $750.00

Local Installer Professional Cabling & 
Patch Panel 1 $8,000.00 $8,000.00

End-User 
Computing Dell Staff Desktops (OptiPlex) 8 $1,400.00 $11,200.00

Lenovo Classroom Desktops 
(ThinkCentre) 60 $1,200.00 $72,000.00

Dell / Amazon AU 24" Business Monitors 
(P2425) 70 $380.00 $26,600.00

Peripherals Brother/Officeworks B&W Laser Printers (HL-
L2460DW) 5 $280.00 $1,400.00

Brother/Officeworks
Color Multifunction 
Printer (MFC-
L3780CDW)

1 $650.00 $650.00

Evolis/Officeworks ID Card Printer (Zenius) 1 $2,000.00 $2,000.00

https://buy.hpe.com/au/en/compute/tower-servers/proliant-ml300-servers/proliant-ml350-server/hpe-proliant-ml350-gen11/p/1014696172
https://buy.hpe.com/au/en/compute/tower-servers/proliant-ml300-servers/proliant-ml350-server/hpe-proliant-ml350-gen11/p/1014696172
https://www.microsoft.com/en-au/d/windows-server-2022-standard-cal/dg7gmgf0d6m5
https://www.microsoft.com/en-au/d/windows-server-2022-standard-cal/dg7gmgf0d6m5
https://www.4cabling.com.au/server-racks-network-cabinets/half-height-floor-server-racks/22ru-server-rack.html
https://www.scorptec.com.au/product/ups/ups/78329-smt1500ic
https://www.aussiebroadband.com.au/business/internet/nbn-plans/
https://www.aussiebroadband.com.au/business/internet/nbn-plans/
https://www.amazon.com.au/Cisco-RV340-K9-NA-Dual-Gigabit-Router/dp/B06Y1FFX53
https://www.4cabling.com.au/ubiquiti-unifi-usw-48-poe-gen2-unifi-48-port-gigabit-switch-with-32-poe-and-4-sfp.html
https://www.mwave.com.au/product/ubiquiti-networks-u6-plus-unifi-poe-compact-wifi-6-access-point-ac67174
https://www.dell.com/en-au/shop/wyse-endpoints-and-software/optiplex-3000-thin-client/spd/optiplex-3000-thin-client/ao3000tc_vp?redirectto=SOC&configurationid=d3805a81-8857-438a-878b-335ba0d6482c
https://www.lenovo.com/au/en/p/desktops/thinkcentre/m-series-sff/lenovo-thinkcentre-m70s-gen-6-sff-intel/len102c0067
https://www.lenovo.com/au/en/p/desktops/thinkcentre/m-series-sff/lenovo-thinkcentre-m70s-gen-6-sff-intel/len102c0067
https://www.amazon.com.au/P2422H-Monitor-Ultrathin-DisplayPort-Adjustable/dp/B096JVGP6S
https://www.amazon.com.au/P2422H-Monitor-Ultrathin-DisplayPort-Adjustable/dp/B096JVGP6S
https://www.officeworks.com.au/shop/officeworks/p/brother-hl-l2460dw-mono-laser-printer-brl2460dw
https://www.officeworks.com.au/shop/officeworks/p/brother-hl-l2460dw-mono-laser-printer-brl2460dw
https://www.officeworks.com.au/shop/officeworks/p/brother-mfc-l3760cdw-multifunction-colour-laser-printer-brl3760cdw
https://www.officeworks.com.au/shop/officeworks/p/brother-mfc-l3760cdw-multifunction-colour-laser-printer-brl3760cdw
https://www.officeworks.com.au/shop/officeworks/p/brother-mfc-l3760cdw-multifunction-colour-laser-printer-brl3760cdw
https://www.officeworks.com.au/shop/officeworks/p/evolis-zenius-id-card-printer-kit-zeidcardpr


Category Provider/Brand Item/Model Qty Est. Unit 
Cost

Total 
Cost

Logitech C920 Webcam 1 $120.00 $120.00

Yealink / Telrex VoIP Phones (T31P) 8 $100.00 $800.00

Hikvision CCTV System (6-camera 
Kit) 1 $1,200.00 $1,200.00

Software & 
Licensing Microsoft Microsoft 365 Business 

Standard (Annual) 8 $224.40 $1,795.20

Services & Fees VoIP Provider VoIP Setup & 
Configuration 1 $500.00 $500.00

Mizanur Rahman Consultation Fee 1 $5,000.00 $5,000.00

Subtotal $146,405.20

Contingency 
(10%) $14,590.52

Total Initial 
Cost $160,995.72

Monthly Ongoing Costs

Service Estimated Monthly Cost

Internet (NBN 100/40) $120.00

Microsoft 365 Licensing $149.60

VoIP Phone Service $200.00 (8 users)

Cloud Backup Solution $100.00

Total Monthly Cost $569.60

https://www.logitech.com/en-au/shop/p/c920-pro-hd-webcam.960-000770?sp=2&searchclick=Logitech
https://www.telrex.com.au/yealink-sip-t31p-2-line-ip-phone
https://www.securitywholesalers.com.au/product/dahua-6mp-8ch-cctv-kit-6x-smart-dual-light-turret-cameras-with-smd-4-0-mic-8ch-poe-nvr-dh-ipc-hdw3667em-s-il-anz-dhi-nvr4108hs-8p-ai-anz/
https://www.securitywholesalers.com.au/product/dahua-6mp-8ch-cctv-kit-6x-smart-dual-light-turret-cameras-with-smd-4-0-mic-8ch-poe-nvr-dh-ipc-hdw3667em-s-il-anz-dhi-nvr4108hs-8p-ai-anz/
https://www.microsoft.com/en-au/microsoft-365/business/compare-all-microsoft-365-business-products
https://www.microsoft.com/en-au/microsoft-365/business/compare-all-microsoft-365-business-products


3. Network Documentation

Logical Network Topology
The proposed network for STBC is based on an extended star topology. This model features a 
central core switch that connects to the main server, router, and other key devices. A 
secondary access switch is used to connect the high density of computers in the classrooms, 
preventing traffic bottlenecks and simplifying management.

This design provides an excellent balance of performance, scalability, and resilience. It 
allows for easy troubleshooting and expansion as the college grows.

Network Design Summary

Server Placement: The main server (STBC-DC01), core network switch, router, and NVR 
for CCTV will be housed in a secure 22U server rack located in the Admin Office.

Cabling: A professional contractor will install structured Ethernet (Cat6a) cabling from the 
server rack to wall-mounted data ports in all required locations: Reception, Admin, Teachers' 
Room, Marketing, Accountant, Director's office, and both classrooms. This includes drops 
for all PCs, printers, phones, and Wi-Fi Access Points.



Wi-Fi Access Points: Three Ubiquiti U6+ access points will be strategically placed to 
provide full wireless coverage: one in the reception area, and one in each of the two 
classrooms.
CCTV: The 6-camera CCTV system will be connected to a Network Video Recorder (NVR) 
in the server rack, providing centralized security monitoring.

4. Server and Microsoft 365 
Configuration

Server Configuration Overview
The on-premises server will be configured as a Domain Controller with the following 
specifications:

Domain Name: STBC.LOCAL
Server Name: STBC-DC01
Active Directory Structure:
Main OU: STBC

Departmental OUs: An Organizational Unit will be created for each department: Reception, 
Admin, Teachers, Marketing, Accountant, Director, and Students.



Security Groups: Each OU will have a corresponding security group (e.g., Reception-Grp, 
Admin-Grp) to manage permissions.





Folder Sharing: Departmental folders will be created on the server's data drive (e.g., 
C:\STBC_DATA\Reception). Each folder will be shared, and Read/Write permissions will be 
assigned to the corresponding departmental security group. The Director-Grp will have full 
access to all departmental folders.

Verify User Login and Shared Folder Access
Purpose: Confirm that domain users can successfully log in and access their assigned 
departmental resources.
What was done:
•Logged into the domain-joined client PC using a staff member's credentials (e.g., 
STBC\Rina.S)



•Navigated to the departmental shared folder using the UNC path (e.g., \\STBC-
DC01\Reception)
•Verified read/write access to the folder

file://STBC-DC01/Reception
file://STBC-DC01/Reception


Verify Access Control - Attempt to Access Other 
Departmental Folders
Purpose: Confirm that users are restricted to their own departmental resources and cannot 
access folders belonging to other departments.
What was tested:
While logged in as a reception user (e.g., Rina Smith)
Attempted to access the Admin folder: \\DC-01\STBC DATA\STBC\Admin
Result: Access Denied 
Outcome: This confirms that security group permissions are working correctly - users can 
only access their assigned departmental folders, ensuring data privacy and security.

file://DC-01/STBC


Configure Group Policy for Password and Account 
Lockout
Purpose: Enhance security by enforcing strong password requirements and protecting against 
brute-force attacks.

What was done:

Configured Password Policy via Group Policy 
Management:

•Minimum password length: 8 characters
•Password complexity: Enabled
•Maximum password age: 20 days
•Password history: 24 passwords remembered



Configured Account Lockout Policy:
•Lockout threshold: 3 invalid attempts
•Lockout duration: 10 minutes
•Reset counter after 10 minutes

Outcome: All domain users must create strong passwords and accounts are automatically 
locked after 3 failed login attempts, preventing unauthorized access.

Microsoft 365 Setup Summary
Domain: A public domain name (e.g., stbc.edu.au) will be registered and linked to the M365 
tenant.
User Onboarding: All staff members will be created as users in M365.



Shared Mailboxes: Shared mailboxes will be created for Admin (Mehak/Rabin) and 
Teachers (Amit/Karan).
Outlook Setup: Outlook will be configured on each user's machine, with access to their 
primary mailbox and any relevant shared mailboxes.



Distribution Groups: Distribution groups will be configured for All Staff and Students.



MFA Configuration: Multi-Factor Authentication will be enforced for all staff accounts to 
enhance security.





Installing office apps: Log in as Rabin Williams and install office apps 



Setup Signature, Email Forwarding, and Out of Office: 
Joined as Rabin Williams and setup his outlook where signature, Email Forwarding, and Out 
of Office configured. 





5. Usernames and Passwords
The following table lists the initial user accounts and a standardized temporary password. All 
users will be required to change their password upon their first login to ensure account 
security.

Department Staff/User Username Initial Password

Reception Rina Smith Rina.S Sydney123

---

Admin Mehak Singh Mehak.S Sydney123



Department Staff/User Username Initial Password

---

Admin Rabin Williams Rabin.W Sydney123

---

Teachers Amit Sharma Amit.S Sydney123

---

Teachers Karan Patel Karan.P Sydney123

---

Marketing Mohan Jung Mohan.J Sydney123

---

Accountant Ruby Rana Ruby.R Sydney123

---

Director Ratan Khan Ratan.K Sydney123

---

6. Additional Recommendations
Backup Solution: A robust 3-2-1 backup strategy is highly recommended. This involves 
having 3 copies of your data, on 2 different media types, with 1 copy stored off-site. We 
recommend a cloud backup solution (e.g., Backblaze B2, Azure Backup) for the off-site 
copy, with a monthly budget of approximately $100.



Cybersecurity Measures: Beyond the firewall and MFA, STBC should invest in a reputable 
endpoint security solution (e.g., SentinelOne, CrowdStrike) for all desktops. Regular security 
awareness training for staff is also crucial.

Maintenance Costs: A budget for ongoing maintenance, ad-hoc support, and future 
hardware replacement should be considered. A standard practice is to budget 15-20% of the 
initial hardware cost annually.

7. Financial and Presentation Summary

Financial Summary

Total Initial Investment: $160,995.72 AUD (includes hardware, software, setup, 
consultation, and 10% contingency).

Consultation Fee: $5,000.00 AUD (included in total).

Total Monthly Ongoing Costs: $569.60 AUD (Internet, M365, VoIP, Cloud Backup).

Conclusion: 
The proposed IT infrastructure for StarTech Business College (STBC) delivers a complete, 
secure, and scalable technology environment designed to meet both current operational needs 
and future growth. 

With an initial investment of $160,995.72 AUD and ongoing monthly costs of $569.60 AUD, 
the solution provides a modern server system, structured network architecture, reliable end-
user devices, and a fully integrated Microsoft 365 ecosystem.

This plan ensures seamless daily operations, enhanced security through strong access controls 
and MFA, and improved productivity for staff and students. The recommended infrastructure 
positions STBC to operate efficiently from day one while maintaining the flexibility to 
expand as the college grows.


